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A. PURPOSE 

 
The purpose of this policy is to ensure that software-based technologies, applications, and 
services are thoroughly reviewed to meet information technology security regulations and 
associated business requirements and are compatible with existing technology standards and 
services 

http://law.lis.virginia.gov/vacode/title23.1/chapter13/section23.1-1301/
https://www.odu.edu/about/bov/bylaws
https://law.lis.virginia.gov/vacode/title23.1/chapter10/
https://ww1.odu.edu/about/policiesandprocedures/computing/standards/01/02
https://ww1.odu.edu/about/policiesandprocedures/computing/standards/01/02


https://ww1.odu.edu/about/policiesandprocedures/computing/standards/01/02
https://ww1.odu.edu/about/policiesandprocedures/computing/standards/01/02
https://ww1.odu.edu/about/policiesandprocedures/computing/standards/02/03
https://ww1.odu.edu/about/policiesandprocedures/computing/standards/02/03
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reviews. In cases where systems are purchased prior to completing a solutions security review or 
system risk assessment, it will remain the responsibility of the requesting department to initiate 
and complete the review in collaboration with Information Security GRC. 
 

E. POLICY STATEMENT 
 
Software technologies, applications and services are to be implemented in ways that contribute 
to the effectiveness and efficiency of the institution and  comply with University, state and federal 
standards. Prior to procurement of any new software technologies, applications, or services as 
defined within the scope of this policy, the System Compliance Owner will initiate with 
Information Technology Services (ITS) an evaluation to assess integration requirements with 
existing University services, systems and standards, and operational support requirements. The 
primary goals are determination of integration challenges or coordination needs, information 
gathering for initiating an IT project, assistan

https://www.odu.edu/information-technology-services/computing-standards/software-decision-analysis
https://www.odu.edu/information-technology-services/computing-standards/software-decision-analysis
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• availability of sufficient University resources (including initial and recurring costs); and 
• ensuring data access is approved by appropriate Data Compliance Owners. 

 
The outcome of the review will be an analysis of the technology or service’s ability to be compliant 
with and successful in the University’s IT environment. If applicable, recommendations will be 
made to prevent, mitigate, or accept risks. Solution acquisitions that are not aligned with ITS 
recommendations will not be supported without approval of the requesting department’s Vice 
President or equivalent for Class 1 data or appropriate stakeholder for Class 2-4 data. 

 
F. PROCEDURES 

 
The requesting department applies this policy for the Information Technology software, system, 
or 

https://www.odu.edu/ts/security/risk-assessment/software-decision-analysis
https://www.odu.edu/ts/security/risk-assessment/software-decision-analysis
mailto:itsriskandcompliance@odu.edu
http://www.lva.virginia.gov/agencies/records/sched_state/index.htm
http://www.lva.virginia.gov/agencies/records/sched_state/index.htm
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http://www.odu.edu/content/odu/about/policiesandprocedures/university/3000/3502.html
http://www.odu.edu/content/odu/about/policiesandprocedures/university/3000/3502.html
http://www.odu.edu/content/odu/about/policiesandprocedures/university/3000/3504.html
http://www.odu.edu/content/odu/about/policiesandprocedures/university/3000/3505.html
http://www.odu.edu/content/odu/about/policiesandprocedures/university/3000/3505.html
http://www.odu.edu/content/odu/about/policiesandprocedures/university/3000/3508.html
http://www.odu.edu/content/odu/about/policiesandprocedures/university/3000/3508.html
https://ww1.odu.edu/about/policiesandprocedures/computing
https://ww1.odu.edu/about/policiesandprocedures/computing/standards/02/03
https://www.odu.edu/about/policiesandprocedures/computing/standards/08/01
http://www.odu.edu/content/dam/odu/offices/procurement-services/docs/procurement-manual-odu.pdf
http://www.odu.edu/content/dam/odu/offices/procurement-services/docs/procurement-manual-odu.pdf
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